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ional Police Computer Training Centre North Zone -Luck

(Training Branch)
Course on “FORENSICS- CYBER CRIME"

From 13/02/2017 to 17/02/2017

DATE (DAY) TOPIC FACULTY

& TIME

13/02/2017 DAY-1(MONDAY) '

1000 - 1125 REGISTRATION , (VK)
INAUGURATION & COURSE OVERVIEW

1135 - 1300 Overview Of Cyber Crime (RV)

IP Address(Static, Dynamic, Public& Private)/ Proxy Server
Information Gathering , Network, Router, Network Topology

1400 - 1525 CYBER CRIME AND CURRENT SCENARIO (VY)
1535 - 1700 Hash value/Steganography/phishing/registry/wlfi/Spoofing (VY)

Email header/Email Tracing/smashing/web jacking/other related terminology
14/02/2017 DAY-2 (TUESDAY )

1000 -1125 E-BANKING/ ONLINE BANKING/FRAUDS/ VIRUS PROTECTION ETC (VK)
1135 - 1300 Securing online activities/ TDR, IPDR analysis/ (VY)
1400 - 1525 SURVEILLANCE/CDR/BTS ANALYSIS/MTC,MOC GENERATION (GD)
1535 - 1700 Micro diversion/BTS scan/ Internet calls/CDR analysis using Excel (GD)
15/02/2017 DAY-3 (WEDNESDAY)

1000 - 1125 MOBILE FORENSIC/ SIM /HLR/VLR/BTS/ WORKING CONCEPTS (NS)

Evidence in mobile/SIM/Handset/CERT/GOOGLE DORK
1135 - 1300 Data Extraction of mobile/Video Analyses/Image Analyses/equipment (NS)
1400 - 1525 SEIZING, SECURING & PRESERVING OF DIGITAL EVIDENCES (BK)

INTRODUCTION TO FORENSIC TOOLS /UFED
Forensic Tool Kit / FTK Imager/ Registry Viewer/ Celebrate

1535 - 1700 COPYING/BACKUP/IMAGING OF DIGITAL EVIDENCES (BK) .’
Using FTK Imager/ Forensic Duplicator use of Write Blocker/ Using Helix ji'

16/02/2017 DAY-4 (THURSDAY)

1000 - 1125 CYBER CRIME ANLYSIS TOOLS USED BY CENTRALISED AGENCIES (RV)

1135 - 1300 iGAT Module/ websits analysis/ ipv4/ipv6/ checking proxy IP (RV)

1400 - 1525 UNDERSTANDING HACKING ANALYSIS METHODS/ SECURING (RV)
Crimes related Website loose loops, hacking Analysis/ network security

1535 - 1700 Investigation of Social media activity/ (RV)

Data Extraction from Google/Facebook/windows hacking Analysis/

17/02/2017 DAY-S (FRIDAY)

1000 - 1125 IT ACT/CYBER CRIME INVESTIGATION/RAID/SAFETY TIPS (BK)
1135 - 1300 TEST/ SUMMERY (VK)
1400 - 1525 Internet Tools/Google drive/YouTube search/Google tools typing etc (VK)
1535 - 1700 CLOSING /WRAP UP/ Certificate distribution (VK)
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BK- Sh Braj Kumar (UPPCC) VK- Sh. Vinod kumar(UPPCC)

VY- Ms.Vandana yadav (FPB) RV- Sh. Rahul Vishwakarma (UPPTS)

GD- Sh. Sri Govind (Crime Branch Lucknow) NS- Sh. (Nitnem Sodhi) (Gust. Faculty)
Lunch: 1300 -1400 Hrs. Tea: 1125-1135 Hrs. & 1525-1535 Hrs.

= 9454402554

&, 0522-2286615

o mail to: trg.uppce-u v.in

Website  : hitp://uppolice.gov.in/

Course Coordinator -Sh. Vinod Kumar (7839858544, 9415615191)
Hostel Manager- Sh. Manveer (7275823434)

TRG. Incharge- Sh. Braj Kumar (9454405245)
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